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Two views of security
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IOT IS

BIG

» & ReaIIy Big. . y
You jUSt won't belieye how vastly, hugely,
‘Mind-bogglingly big itis.

| mean, you may think it is a long way down the road to the chemist, but that's peanuts to I0T!
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Kinibl & KinibIl-M for loT

Full TEE-OS for A Class
Processors

Global Platform APIs
Flexible cryptography

Secure code separation...
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Modular software for M Class
Processors

Global Platform inspired APIs
Flexible cryptography
Secure code separation...
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Enabling device frust

Devices must be...

Legitimate — to avoid fraudulent clients and
fake components and devices

Identifiable — linked to an account or
purpose during operational lifetime.

Protected — Combating new threats and
exploits require secure in-field automatic
update
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Digital Holograms

These are a new technology to allow anyone in
the manufacturing chain to securely and
ireversibly attest to a stage of manufacture

Assignment to company/user
Maintenance

End of Life

Etc.

TRUSTONIC
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WiIKIPEDIA

The Free Encyclopedia
English Espanol
5501 000+ artiches 1381 000+ arvicukos
BXR v & Deutsch
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False GPS
signals
transmitted
by attacker

IEEE Specirum
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O |OT CYBERSECURITY ALLIANCE

Q National Cyber
5~ |Security Centre

a part of GCHQ

GLOBALPLATFORM
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Establishing a framework for Trust

“Trust me I'm a Robot” & “A Matter of Policy”

https://www.trustonic.com/news/category/blog/
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, ' IR# 4
What will be unigue about the
loT Revolutione




New class of actor...

Not necessarily full blown robofs...

But devices doing things that used
to be preserve of humans
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" Ano . e e

Seriouslye

3. Translor. You may not rent, lease, lond, soll, redistribute, or
subliconse the 10S Software. You may, Rowever (&)

Oh you know what? Thes &5 pago 48, nobocy’s S50 ading s, | Det cnly
about five peopie dicked 10 read the TACs in the frst place -~ we might as

well st say arything we like, o
Torry on e S of Apple HO smells of siedines.

When someone sends 8 furvry ool arcund the ofSces we have % coply
with Laughed. I's in Our /mn

" over Appie & Appie shaBios? Want 10 know

I The Boaates. We have The surviving ones come
CWe'te looking at ways 0 reasimaie the dead ones

Fppie products. Apples, appie juce, appie fapjacks,
a0 ! wa're CBugnt e53Ng anything without apples
APPLES AND I'M ALWAYS SO HUNGRY.

o J anaings. Did 2 in 2008, then bralnwashed you af 10
A PAppaned in 1969, ! DOCHIS0 w COUlI I Swono INGS O
leaked this informaton, 1 be iled. But no one will over, ever road this.

. (b) you co not retain any copees of e 10S Sottware, kil or partal,
incuding copies stored on & computer Of Other sioeage device. and ()
the party receiving the 106 Softwase reads and agrees 10 acoept he



Really Smart Meter

Confrol my electricity
usage

Buy (or sell) electricity
on the open market




Who might be behind a hack...

“End User”e
Get free electricity.

“Terrorists’¢
Overload grid¢ Burn down house? ...

“Criminals”
Manipulate energy market

“Power Companies”

Use more power — work for supplier not consumer...

“Insurance Companies”
Spy on homeowners to defermine risk

“*Governments”

Enforce policies / “lifestyles”. Overreach...
TRUSTONIC
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One penny on each transaction...
‘ | :‘ , ’ ‘ 1 .' ’ ~




Scale & Decentralized Non
Breadth Competition Control Human Actors

Changed Need to establish Need to Who/What
assumptions Trust in your brand be flexibility Do you trust?

0 2

Steam enpne Mass prodection



ITs all about

Trust -~

-lexible

Policies

Validation &
Certification

| Secure Software
Secure Manufacture
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Thank you

Richard Hayton
CTO
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